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4 William Millward, “Life in and out of Hut 3,” in F. H. Hinsley and Alan Stripp, Codebreakers: The Inside Story
of Bletchley Park (Oxford, UK: Oxford University Press, 1993), 17. The author adds “abduction” for reasons that
will shortly become evident.

5 John Dewey, How We Think: A Restatement of the Relation of Reflective Thinking to the Educative Process
(New York, NY: D.C. Heath and Company, 1910), 12. Cited hereafter as Dewey, How We Think.

6 Dewey, How We Think, 12.

7 David A. Schum, “Species of Abductive Reasoning in Fact Investigation in Law;” Cardozo Law Review 22, nos.
5-6, July 2001, 1645, emphasis added. Cited hereafter as Schum, “Species” American mathematician, logician,
semiotician, and philosopher Charles Sanders Peirce (1839-1914) developed the concept of abductive reasoning.

See Joseph Brent, Charles Sanders Peirce: A Life (Bloomington, IN: Indiana University Press, 1998).
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(2002), 56.
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10 Isaac Ben-Israel explores the duality of estimation in considerable detail. See “Philosophy and Methodology of
Intelligence: The Logic of the Estimate Process, Intelligence and National Security 4, no. 4 (October 1989), 660
718. Cited hereafter as Ben-Israel, “Logic of the Estimate Process.”

11 Paul J. Raasa, “The Denial and Deception Challenge to Intelligence,” in Roy Godson and James J. Wirtz, Strategic
Denial and Deception (New Brunswick, NJ: Transaction Publishers, 2002), 178, 223-224.

12 Ben-Israel, “Logic of the Estimate Process,” 668.

13 Cynthia M. Grabo, Anticipating Surprise: Analysis for Strategic Warning (Washington, DC: National Defense
Intelligence College, 2002), 13.
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" Richard Paul and Linda Elder, 7he Miniature Guide to Critical Thinking Concepts and Tools, 4th Edition (Dillon
Beach, CA: The Foundation for Critical Thinking, 2004), 1. Cited hereafter as Paul and Elder, Concepts and Tools.
"> Exactly what is the “correct solution” is issue and context dependent. What is important here is that the process

of reasoning is enhanced.
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'¢ Linda Elder and Richard Paul, 7he Foundations of Analytic Thinking: How to Take Thinking Apart and What
to Look for When You Do (Dillon Beach, CA: The Foundation for Critical Thinking, 2003), 5. Cited hereafter as
Elder and Paul, Analytic Thinking. Paul and Elder, Concepts and Tools, 2.
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Source: Derived from Richard Paul and Linda Elder, 7he Miniature Guide to
Critical Thinking Concepts and Tools, 4th Edition (Dillon Beach, CA: The
Foundation for Critical Thinking, 2004), 2.
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17 Elder and Paul, Analytic Thinking. 1-17.
18 Paul and Elder, Concepts and Tools, 2-9.
1% Elder and Paul, Analytic Thinking,, 7.
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* Robert Jervis, System Effects: Complexity in Political and Social Life (Princeton, NJ: Princeton University Press,
1997), 10. Cited hereafter as Jervis, System Effects.

*! Emile Durkheim, 7he Rules of Sociological Method (Glencoe, IL: Free Press, 1938), xlvii.

** Senate Select Committee On Intelligence, Report on the U.S. Intelligence Community’s Prewar Intelligence
Assessments on Iraqg, United States Senate, 108th Congress, 7 July 2004, 23. Cited hereafter as SSCI, Iraq.
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** Elder and Paul, Analytic Thinking,, 7.
** Diane Halpern, Thought and Knowledge: An Introduction to Critical Thinking, 4th Edition (Mahwah, NJ:
Lawrence Erlbaum Associates, Publishers, 2002), 37. Cited hereafter as Halpern, Thought and Knowledge.
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** The term “assessment” describes the result of an intelligence production process but is not universally used within
the Intelligence Community. Assessments are created at the Central Intelligence Agency and at the Defense
Intelligence Agency. Other names for the reports that analysts produce include “products” at the National Security
Agency (NSA) and “estimates” at the National Intelligence Council (NIC). Regardless of how they are named, they

record and disseminate the results of analysts” work.

41



Vv Vv V4 V4 Adhailly dagled) geoxsd] Ja5
V| e Gag S dles e S
Ades)

Gl ,Sabl sl (e diliie Oilegacme gu dslis (1) Jsuedl

Sources: Compiled by author from Linda Elder and Richard Paul, The
Foundations of Analytic Thinking: How to Take Thinking Apart and What to
Look for When You Do (Dillon Beach, CA: The Foundation for Critical Thinking,
2003); Diane Halpern, Thought and Knowledge: An Introduction to Critical

Thinking, 4th Edition (Mahwah, NJ: Lawrence Erlbaum Associates, Publishers,
2002), 37; Edward M. Glaser, An Experiment in the Development of Critical
Thinking (New York, NY: AMS Press, 1941), 6; and Alec Fisher, Critical Thinking:
An Introduction (Cambridge, UK: Cambridge University Press, 2001), 8.
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%% Richard W. Paul and Gerald Nosich, A Model for the National Assessment of Higher Order Thinking, (Dillon
Beach, CA: Foundation for Critical Thinking, n.d.), 20. Cited hereafter as Paul and Nosich, National Assessment.
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*7 Peter A. Facione, Noreen C. Facione, and Carol A. Giancarlo, “The Disposition Toward Critical Thinking: Its
Character, Measurement, and Relationship to Critical Thinking Skill,” Informal Logic 20, no. 1 (2000): 61-84.

Reprinted by Insight Assessment, URL: <http://www.insightassessment.com/pdf_

files/]_Infrml_Ppr%20_2000%20-%20Disp%20&%20Skls.PDF>, last accessed 31 March 2006. Cited hereafter as
Facione, “Disposition.”

8 Peter A. Facione, Noreen C. Facione, Carol A. F. Giancarlo, Professional Judgment and the Disposition Toward
Critical Thinking (Milbrae, CA: California Academic Press, 2002), URL: <
http://www.calpress.com/pdf_files/Prof_jmn.pdf>, last accessed 31 March 2006.

* Peter A. Facione, Noreen C. Facione, Carol A. F. Giancarlo, Professional Judgment and the Disposition Toward
Critical Thinking (Milbrae, CA: California Academic Press, 2002), URL: <
http://www.calpress.com/pdf_files/Prof_jmn.pdf>, last accessed 31 March 2006.
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3 David Moore and Lisa Krizan, “Intelligence Analysis: Does NSA Have What it Takes,” reprint NSA Center for
Cryptologic History, Cryptologic Quarterly 20, nos. 1/2 (Summer/Fall 2001), 8-11. Cited hereafter as Moore and
Krizan, “NSA,”

*! Stephen D. Brookfield, Developing Critical Thinkers: Challenging Adults to Explore Alternative Ways of Thinking
and Acting (San Francisco, CA: Jossey-Bass Publishers, 1987), 12. Cited hereafter as Brookfield, Developing Critical
Thinkers.

*? Brookfield, Developing Critical Thinkers, 12.

* Brookfield, Developing Critical Thinkers, 12.

3 Greg Treverton, conversation with the author, 18 April 2006.
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** Wikipedia defines the nodsphere as the domain of human thought. Wikipedia, entry under “noésphere;” accessed
27 February 2006.
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36 Michael A. DiSpezio, Classic Critical Thinking Puzzles (New York, NY: Main Street, 2005), 85. The answer, by
the way, is 150 miles (page 227).
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37 Michael R. LeGault reaches this same conclusion in 7hink: Why Crucial Decisions Can’t Be Made in the Blink
of an Eye (New York, NY: Threshold Editions, 2006), 17. Cited hereafter as LeGault, 7hink.
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38 James H. Hansen, “Soviet Deception in the Cuban Missile Crisis,” Studies in Intelligence 46, no. 1 (2002), 56.
Cited hereafter as Hansen, “Soviet Deception.”

39 Hansen, “Soviet Deception,” 56.

40 Hansen, “Soviet Deception,” 49-58.
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41 Domingo Amuchastegui, “Cuban Intelligence and the October Crisis,” in James G. Blight and David A. Welch,
Eds., Intelligence and the Cuban Missile Crisis (London, UK: Frank Cass, 1998), 101.

42 Raymond L. Garthoff, “US Intelligence in the Cuban Missile Crisis,” in James G. Blight and David A. Welch,
Eds., Intelligence and the Cuban Missile Crisis (London, UK: Frank Cass, 1998), 22. Emphasis in original. Cited
hereafter as Garthoff, “US Intelligence.”

43 Garthoff, “US Intelligence,” 29.

44 Garthoff, “US Intelligence,” 28, 58. U.S. Intelligence never did reach a correct conclusion. The closest they got
was an estimate of 22,000 troops in early 1963 (Garthoff, “U.S. Intelligence,” 28).
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Source: Derived from Hansen, “Soviet Deception,” 49.

45 Robert Jervis, System Effects: Complexity in Political and Social Life (Princeton, NJ: Princeton University Press,
1997), 45. Jervis draws on the work of Klaus Knorr. See Klaus Knorr, “Failures in National Intelligence Estimates:
The Case of the Cuban Missiles,” World Politics 16 (April 1964): 455-67.
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46 Gil Merom, “The 1962 Cuban Intelligence Estimate: A Methodological Perspective,” Intelligence and National
Security 14, no. 3 (Autumn 1999), 49. Cited hereafter as Merom, “Estimate.”

7 Inductive and deductive reasoning were illustrated in figure 1.
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* Thomas R. Johnson and David A. Hatch, NSA and the Cuban Missile Crisis (Fort Meade, MD: National Security
Agency Center for Cryptologic History, 1998), URL: <http://www.nsa.gov/publications/publi00033.cfm>, last
accessed 18 April 2006. Cited hereafter as Johnson and Hatch, NSA.

“Johnson and Hatch, NSA.

* James G. Blight and David A. Welch, Eds., Intelligence and the Cuban Missile Crisis (London, UK: Frank Cass,
1998), 5. Cited hereafter as Blight and Welch, Intelligence and the Cuban Missile Crisis.

*! Blight and Welch, Intelligence and the Cuban Missile Crisis, 5.

2 Merom, “Estimate,” 58.

53 Richards J. Heuer, Jr., “Strategic Deception and Counterdeception: A Cognitive Process Approach,” International
Studies Quarterly 25, no. 2 (June 1981), 200. Cited hereafter as Heuer, “Strategic Deception.” It is interesting to
speculate whether the Soviets had a feedback channel that informed them of the predominant theory.
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54 Heuer, “Strategic Deception,” 200.

55 Roberta Wohlstetter, “Cuba and Pearl Harbor: Hindsight and Foresight,” Foreign Affairs 46, no. 3 (July 1965),
691. Cited hereafter as Wohlstetter, “Cuba.”

56 Wohlstetter, “Cuba,” 691.

57 Wohlstetter, “Cuba,” 691.
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58 Heuer, Psychology; 10-11.

59 Merom, “Estimate,” 57.

60 Counterfactual reasoning explores differing outcomes arising from alternative causes. Counterfactuals are
commonly used in whenever alternate hypotheses are explored. They are essential for both post-mortem reviews
and futures scenario exercises. See Philip E. Tetlock, and Aaron Belkin, Counterfactual Thought Experiments in
World Politics: Logical, Methodological, and Psychological Perspectives (Princeton, NJ: Princeton University Press,

1996), 1-38. In the same volume, Richard Ned Lebow and Janice Gross Stein conduct a counterfactual review of
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the Cuban missile crisis. See Richard Ned Lebow, and Janice Gross Stein, “Back to the Past: Counterfactuals and
the Cuban Missile Crisis,” in Philip E. Tetlock, and Aaron Belkin, Counterfactual Thought Experiments in World
Politics: Logical, Methodological, and Psychological Perspectives (Princeton, NJ: Princeton University Press, 1996),
119-148.

61 Johnson and Hatch, NSA. According to the authors, SIGINT played a key role in determining the operational
status of the SA-2 air defense missiles. However, SIGINT failed to detect the delivery and installation of the

nuclear missiles.
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52 Wikipedia defines confirmation bias as “a type of cognitive bias toward confirmation of the hypothesis under
study.” (Wikipedia, entry under “confirmation bias”).
 Ben-Israel, “Logic of the Estimate Process,” 679

% Ben-Israel, “Logic of the Estimate Process,” 691.
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65 Cassandra was the daughter of Priam, King of Troy. She was blessed and cursed by the god Apollo to
accurately predict the future yet never be believed. In intelligence, a Cassandrian approach is characterized as
one that emphasizes dire outcomes and worst-case scenarios. Analysts who produce such assessments are often
discounted and rarely thanked when they are correct. For a real account of how such warnings are perceived (at
least at the time they are made), see Charles E. Allen, “Intelligence: Cult, Craft, or Business?” in Seminar on
Intelligence, Command, and Control, Guest Presentations, Spring 2000 (Cambridge, MA: Harvard University
Program on Information Resources Policy, I-01-1, April 2000), URL: <http:// www.pirp.harvard.edu/pubs.html>,
last accessed 11 January 2006.

66 Ben-Israel, “Logic of the Estimate Process,” 679.
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67 Merom, “Estimate,” 69.
68 Merom, “Estimate,” 69. Italics in original.
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69 Graham Allison and Philip Zelikow, Essence of Decision: Explaining the Cuban Missile Crisis, 2nd Edition
(New York, NY: Longman, 1999), 220. Cited hereafter as Allison and Zelikow, Essence of Decision. Raymond
Garthoff also notes this to be the case. See Garthoff, “US Intelligence,” 23.

70 Garthoff, “US Intelligence,” 23.

71 Len Scott, “Espionage and the Cold War: Oleg Penkovsky and the Cuban Missile Crisis,” Intelligence and
National Security 14, no. 3 (Autumn 1999), 33. Cited hereafter as Scott, “Penkovsky.”

62



8S-z95Lo Ol g & ¢ (SAC) duesl il &y g2l 8oLl dsylid] 5635)L
gaze J] d8LOYL) busls 18 Blugiul 48 o Yoo 1020 sugd
o Wlw sue Wi duus 585 (WL Sple dauwdl Folgo

7" das Ogale 92 Jig Lo 6l cphaialy U3 § Lg dawd 100,000

0Som o3 s (ady (SudsSin ol S uad Cdgy S usyg
) Aoty Codoud] 3 oo pasls

k)

1. San Cristobal MRBM Site
2. Guanajay IRBM Site
3. Sagua La Grande MRBM Site

1962 Jg¥l (3 25 14-4 d3sS 398 U-2 35lb Olyluss (8) orwidgh oty

Sources: Map, Central Intelligence Agency. Tracks derived from a map in Mary S.
McAuliffe, ed., CIA Documents on the Cuban Missile Crisis, 1962 (Washington
DC: Central Intelligence Agency, 1992), 3. Hereafter McAuliffe. Missile locations
derived from Arthur C. Lundahl, “Additional Information - Mission 3102,

Memorandum for Director of Central Intelligence and Director, Defense

72 Scott, “Penkovsky,” 34. In making this assertion Scott draws on work previously published by Allison and
Zelikow in Essence of Decision and by Mary S. McAuliffe, ed., CIA Documents on the Cuban Missile Crisis,
1962 (Washington DC: Central Intelligence Agency, 1992).
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Intelligence Agency, 15 October 1962, in McAuliffe 181-182; and Arthur C.

Lundahl, “Additional Information — Mission 3107,” Memorandum for Director of
Central Intelligence and Director, Defense Intelligence Agency, 19 October 1962,
in McAuliffe, 209. Track and missile locations are approximations. Lundahl was
the Director, National Photographic Interpretation Center. The 19 October memo
reports that a 5 September U-2 overflight did not detect the latter two missile
sites. However, a review of the 5 September track (as presented in McAuliffe)
shows the aircraft only came near the Sagua La Grande site. It should also be
noted that the track of the U-2 - as flown on 14 October - deviated from the
original planned route (which was farther to the west). The track as flown took

the aircraft closer to the San Cristobal site. What might have happened had the

original track been flown?
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73 Anatoli Gribkov, “The View from Moscow and Havana,” in Anatoli Gribkov and William Y. Smith, Operation
ANADYR: US. and Soviet Generals Recount the Cuban Missile Crisis (Chicago, IL: Edition Q, 1994), 39. Cited
hereafter as Gribkov, “The View.”

74 Allison and Zelikow, Essence of Decision, 208.

75 Allison and Zelikow, Essence of Decision, 214.
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76 Merom, “Estimate,” 71.

77 Structured processes provide a framework that reduces the flailing around as analysts seek to find a starting
point for their analyses. Morgan Jones discusses this at some length. See Jones, Thinkers Toolkit, xi-xvi.

78 Merom, “Estimate,” 57.

79 Cooper, Pathologies, 26..

80 Mark Stefik, and Barbara Stefik, Breakthrough: Stories and Strategies of Radical Innovation (Cambridge, MA:
MIT Press, 2004), 110.

81 Cooper, Pathologies, 27.
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82 Cooper, Pathologies, 31.

83 This statement illustrates just how pervasive and powerful the use of analogy is in human reasoning and
discourse. Taken literally, creativity has no heart (nor any other organs) since it is a notion or a concept, not a
living animal. Yet the analogy to a living being aids understanding.

84 Keith J. Holyoak and Paul Thagard, Mental Leaps: Analogy in Creative Thought (Cambridge, MA: The MIT
Press, 1995), 15 . Emphasis in original. Cited hereafter as Holyoak and Thagard, Mental Leaps.

85 Richard Paul and Linda Elder, “Instructions to Participants,” 25 th Annual Conference on Critical Thinking,
Berkeley, California, 9 July 2005. The first three elements were developed previously; analogy was new in 2005.
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86 Holyoak and Thagard, Mental Leaps, 20-22.

87 87 Richard E. Neustadt and Ernest R. May, Thinking in Time: The Uses of History for Decision Makers
(New York, NY: The Free Press, 1986). Cited hereafter as Neustadt and May, Thinking in Time.

88 Neustadt and May, 7hinking in Time, 6.

89 Neustadt and May, 7hinking in Time, 7.

90 Margaret A. Boden, The Creative Mind: Myths and Mechanisms (New York, NY: Basic Books, 1990), 25.
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91 Neustadt and May, 7hinking in Time, 9.
92 Neustadt and May, 7hinking in Time, 15.
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% Raymond L. Garthoff, Reflections on the Cuban Missile Crisis (Washington, DC: The Brookings Institution,
1989), 7. Cited hereafter as Garthoff, Reflections.
% Garthoff, Reflections, 9.
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95 James J. Wirtz, “Organizing for Crisis Intelligence: Lessons form the Cuban Missile Crisis,” in Blight and Welch,
Intelligence and the Cuban Missile Crisis, 130. Cited hereafter as Wirtz, “Organizing”

96 Allison and Zelikow, Essence of Decision, 87.

97 Allison and Zelikow, Essence of Decision, 99-109.
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98 Allison and Zelikow, Essence of Decision, 88.

99 Nikita Khrushchev, “Speech to Ambassadors at Reception, 17 November 1956 ,” in James Beasley Simpson,
compiler, Simpson’s Contemporary Quotations: The most Notable Quotes since 1950 (Boston, MA: Houghton
Mifflin Company, 1988), online edition, URL: <http://www.bartleby.com/63/83/183.html>, last accessed 20 April
2006. Ironically, Khrushchev was wrong. History sided with his adversaries.

100 Cited in Garthoff, Reflections, 23.

101 Gribkov, “The View;” 4. Control reverted back to Moscow in September.
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102 Wirtz, “Organizing,” 128. Wirtz argues that the Soviets were not only wrong about the U.S. reaction, they
were surprised!

103 Wirtz, “Organizing,” 130.

104 Fen Osler Hampson, “The Divided Decision-Maker: American Domestic Politics and the Cuban Crises,”
International Security 9, no 3 (Winter 1984 /85), 136 . Cited hereafter as Hampson, “Divided.”

105 Hampson, “Divided,” 143.
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106 Neustadt and May, Thinking in Time, 6-15. Given the presence of the Soviet tactical nuclear weapons on
Cuba it is probable that any invasion that began with conventional forces would have escalated to nuclear
scenarios.

107 Scott, “Penkovsky,” 31.

108 Scott, “Penkovsky,” 32.
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109 The issue of the Jupiter missiles is complex. They were not included in the formal agreement but were offered

up in a secret unilateral assurance from Kennedy (Garthoff, Reflections, 132).
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110 H.R. Haldeman, with Joseph DiMona, The Ends of Power (New York, NY: Times Books, 1978), 85-86, in
Patrick J. Haney, “Soccer Fields and Submarines in Cuba: The Politics of Problem Definition,” Naval War College
Review L, no 4, sequence 36 0 (Autumn 1997), URL: <http://www.nwc.navy. mil/press/Review/1997/autumn/art5-
a97.htm>, last accessed 6 April 2006. Emphasis in original.

111 Sherman Kent, Strategic Intelligence for American World Policy (Princeton, PA: Princeton University Press,
1949), 151-208.
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112 In the Cuban situation, the debate between McCone and analysts over the nature of the weapons the Soviets
might emplace came close to overcoming these errors. Regarding the Iraqi WMD estimate, the debate between the
CIA and the Department of Energy over the use of the aluminum tubes also came close. Unfortunately, the
incipient debate focused on the results, not the process. In both cases, the side that was eventually proved right
failed to make the nowaccepted case.

113 Sherman Kent challenged this assertion in his defense of the original estimate and the process by which it was
created. He believed that an earlier revelation of the Soviet actions would have led to an intractable situation.
However, an earlier revelation - say in August - would have offered President Kennedy and his advisers more
options, particularly more diplomatic options. Kent also failed to observe that denial and deception occurred - at
least for the record. See Sherman Kent, “A Crucial Estimate Relived,” Reprint, Studies in Intelligence 36, no. 5
(1992): 111-119.
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"4 114 Daniel Feldman, Critical Thinking: Strategies for Decision Making (Menlo Park, CA: Crisp Publications,
Inc, 2002), 4.

115 Washington Platt, Strategic Intelligence Production: Basic Principles (New York, NY: Frederick A. Praeger,
1957), 8.

116 George S. Pettee, The Future of American Secret Intelligence (Washington, DC: Infantry Journal Press, 1946).
Chapter 1 provides a summary of U.S. intelligence failures during the first half of the 20th Century. While hindsight
is an imperfect mirror for reviewing the past, one conclusion to be drawn from a review of the evidence is that

critical thinking could have minimized many of the ensuing crises.
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117 Anthropologist Rob Johnston explores this paradox. See Dr. Rob Johnston, Analytic Culture in the U.S.
Intelligence Community: An Ethnographic Study (Washington, DC: Center for the Study of Intelligence, 2005),
64 -66. Cited hereafter as Johnston, Analytic Culture.

118 Anonymous CIA Analyst, 1990, in Don Oberdorfer, “Missed Signals in the Middle East} Washington Post
Magazine, 17 March 1991, 40.

119 The Commission on the Intelligence Capabilities of the United States Regarding Weapons of Mass Destruction,
Report to the President of the United States, March 31 , 2005, URL: <http://www.wmd.gov/report/ index.html>,
last accessed 28 July 2005, 155. Cited hereafter as WMD Commission, Report.

120 Morgan D. Jones, conversation with the author, 15 December 2003.
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Source: Excerpted from Alexander George, Presidential Decisionmaking in
Foreign Policy: The Effective Use of Information and Advice (Boulder, CO:
Westview Press, 1980), Chapter 2.
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121 Ephraim Kam, Surprise Attack: The Victim’s Perspective (Cambridge, MA: Harvard University Press, 1990),
85.
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122 A consideration of who trained Hussein’s troops — in this case, the Soviet Union - might have led to an
examination of military doctrine. Thus, i quickly would have become clear that troops mobilized on a border were
going to cross that border. Analysts would then have known that an invasion of Kuwait was imminent.

"> These analyses are those of the author. The last question was jointly arrived at in a conversation between the
author and Mark Lowenthal, 26 July 2005.

124 Sherman Kent, Strategic Intelligence for American World Policy (Princeton, NJ: Princeton University Press,
1949), 199.

1% This section is based (with additions) on materials developed by Francis J. Hughes and the author for a structured
analytic methods course taught at the National Defense Intelligence College. For a deeper examination of evidence
assessment see Francis J. Hughes and David A. Schum, Credibility Assessment: A First Step in Intelligence Analysis,

unpublished tutorial, National Defense Intelligence College, April 2003.
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12 Information, data, and evidence are different kinds of knowledge. Pieces of information comprise data, which
in turn comprise evidence. Evidence is further distinguished from data by the fact that it contributes to

discrimination among alternative end states. Data, while relevant, do not necessarily allow discrimination.
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'*” “Tangible evidence” is a technical term describing things that bear relevance to an issue under scrutiny. It is

contrasted with “testimonial evidence” - what people say about the issue.
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128 Allan Lengel and Guy Gugliotta, “Md. Pond Produces No Anthrax Microbes: FBI Sought Clues In Deadly
Attacks,” Washington Post, 1 August 2003, A03. Cited hereafter as Washington Post, “No Anthrax” While this is a
lawenforcement example, it illustrates good critical questioning about an apparent lack of evidence. Criminal
investigation and intelligence analysis similarly assess events and evidence with the goal of description, explanation,
and interpretation. The principal difference is that intelligence analysis endeavors to do so before the event occurs
- in other words, fo estimate. It is worth noting that over two years after the pond was drained the case remains
unsolved; the individual under suspicion at the time was never charged with the crime. The FBI was unable to link
the evidence to the individual. See for example, Allan Lengel, ‘Little Progress In FBI Probe of Anthrax Attacks:
Internal Report Compiled As Agents Hope for a Break,” Washington Post, 16 September 2005, A01.
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Spring 2005. The author is a National Intelligence Council-sponsored participant in the Foreign Denial and

Deception Committee’s Denial and Deception Advanced Study Program at the NDIC.
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130 Ben-Israel, “Logic of the Estimate Process,” 708-709.
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131 Heuer develops this scenario and evidence in an example of the analysis of competing hypotheses. See Heuer,
Psychology, 101-102.

132 Heuer, Psychology; 101-102. For a recent detailed look at Saddam Hussein and deception see Kevin Woods,
James Lacey, and Williamson Murray, “Saddam’s Delusions: The View from the Inside,” Foreign Affairs 85, no. 3
(May/June 2006). URL: <http://www.foreignaffairs.org/20060501faessay853 01/kevin-woodsjames- lacey-

williamson-murray/sadda-s-delusions-the-view-from-the-inside.html>, last accessed 31 March 2006.
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133 For a more detailed discussion of this and other means of countering biases, see Heuer, Psychology; 17 0-184
; Irving Janis, Groupthink: Psychological Studies of Policy Decisions and Fiascoes, 2nd Edition (Boston, MA:
Houghton Mifflin Company, 1982); and Scott Plous, The Psychology of Judgment and Decision-making (New
York, NY: McGraw Hill, Inc., 1993).

134 Indeed, the analyst’s acceptance - or rejection - of this evidence is a result of inferences: either the evidence

is valid, credible, and relevant, or it is not.
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135 Washington Post, “No Anthrax”

136 See Robert Callum, “The Case for Cultural Diversity in the Intelligence Community;,” International Journal of
Intelligence and Counter Intelligence 14 , no. 1, Spring 2001: 25-48.

137 Peter A. Facione, Critical Thinking: What It Is and Why It Counts (Milbrae, CA: California Academic Press,
1998, updated 2004), URL<http:// www.insightassessment.com/>, last accessed 22 July 2005, 4. Cited hereafter as
Facione, Critical Thinking.

138 Facione, Critical Thinking, 5.
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139 Facione, Critical Thinking, 6.

140 Josh Kerbel, “Thinking Straight: Cognitive Bias in the US Debate about China,” Studies in Intelligence 48 no.
3 (2004), URL: <http://cia.gov/csi/studies/ vol48no3/index.html>, last accessed 22 February 2006.

141 Facione, Critical Thinking, 7. See also Moore and Krizan, “Intelligence Analysis,” 9-11.
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142 Richard W. Paul, “A Draft Statement of Principles,” The National Council for Excellence in Critical Thinking,
URL: <www.criticalthinking.org/ ncect.html>, last accessed March 18, 2003. The reasons why critical thinking
remains an undeveloped discipline while important, go beyond the scope of this essay and are not addressed.

143 Richard W. Paul, Linda Elder, and Ted Bartell, “Executive Summary, Study of 38 Public Universities and 28
Private Universities To Determine Faculty Emphasis on Critical Thinking In Instruction,” California Teacher

Preparation for Instruction in Critical Thinking: Research Findings and Policy Recommendations, California
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Commission on Teacher Credentialing, Sacramento California, 1997 (Dillon, CA: Foundation for Critical
Thinking, 1997), URL: <criticalthinking.org/schoolstudy. htm>, last accessed March 18, 2003. Cited hereafter as
Paul, Elder, and Bartell, Executive Summary:

144 Paul, Elder, and Bartell, Executive Summary:

145 Richard W. Paul, Linda Elder, and Ted Bartell, California Teacher Preparation for Instruction in Critical
Thinking: Research Findings and Policy Recommendations California Commission on Teacher Credentialing,
Sacramento California, 1997 (Dillon, CA: Foundation for Critical Thinking, 1997), 18.

146 A recent but unscientific survey of several major eastern American universities’ online catalogs shows the term
“critical thinking” to be used widely in course descriptions. Further examination of some of those courses suggests

that East Coast academics may share a similar lack of understanding about critical thinking. Although beyond the
purview of this paper, it appears that there is sufficient evidence to warrant repeating the California survey on a

national basis.
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147 These conversations occur routinely as part of a training course the author teaches to newly hired intelligence
and language analysts at NSA. When asked to complete the following statement, “In my opinion, critical thinking
involves...” typical answers center on “thinking outside the box.”

148 Francis J. Hughes, conversation with the author, Washington, DC: National Defense Intelligence College, 8
May 2003. Mr. Hughes is one of the few proponents and teachers of evidence-based inferential intelligence analysis,
a means of analysis requiring critical thinking at every stage in the process.

149 Jennifer H. Reed, Effect of a Model For Critical Thinking on Student Achievement In Primary Source
Document Analysis And Interpretation, Argumentative Reasoning, Critical Thinking Dispositions, And History
Content in a Community College History Course, PhD Dissertation, College of Education, University of South
Florida, December 1998, vii. URL: <http://www.criticalthinking.org/resources/JReed-Dissertation.pdf>, last
accessed 6 May 2006.
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150 Steven D. Schafersman, “An Introduction to Critical Thinking, January 1991, URL:
<www.freeinquiry.com/critical-thinking.html>, last accessed 9 March 2006.

151 Richards J. Heuer, Jr., Psychology of Intelligence Analysis (Washington, DC: CIA Center for the Study of
Intelligence, 1999), 173. Cited hereafter as Heuer, Psychology:

152 For a detailed account of how the faculty of the CIA’s Sherman Kent School are working to improve their
analysts’ knowledge, skills, and abilities, see Stephen D. Marrin, “CIA’s Kent School: Improving Training for New
Analysts,” International Journal of Intelligence and Counter Intelligence 16 , no. 4 (Winter 2003-2004): 609-637.

98



oo g9l 1ig) oy ol Gnedts TS 98 Sugasdl dewlell Silysall 01 V)

Sl

oo & 3l § dedde asdll Yl Ay § sudl Gsllbl ig

oo 555 ((4) 68 oudsdl sl § HgSde LS) gl ,Sad) Olylge
3)95 Jsl 98 delus 40 Hlue e dtall Coyud gely dsyg iz gl dloye
i) ,Sad) Ollge 52355 (e gy IS 3555 Ohlstad] matoe JS1s
sty dabaie Julos diyyb 14 OsSiLadl el slemdly (63,41
dagdodly dSpadl H3lsSU 8yl il (33 03 U89 .Lgtesde Sk Ogaidsg
1309801 3] g «laglsl! poly e uumtl] doxdlSog el ylscial C¥loes (o

ol xSadl e gbull Oyl U5 & gllod] Copns o LS
Oyl 2005 <=Lc ds uog,o.ll oV Ay 8y90 o Uize dsewd (al\.\.fz:.wb
S5 oelts 81T plusiialy laadlge (e dsgame S (gl Sl Ol
sl BV ode oly . pMle-Ogudly diyyha) (g gl xSal uds
Slasly (OS] Cyyss S § Lg qudd) xSadl Al Olyadl] uds”
Slasly delusg didsbl pneg dilebl OLoI7Y e B8y=dls daly)l Ologlsll
oxeditl O s oSU el Ol litul (odstuly dlall OIS Olus,dll
P ol Bl el 2 LogadS OF 025 (Ohlghl"s "Ohadll” oy Jalsy
Ollas pusmaly oud § d85all d8,2bl Olabl eidy 5Las Of sug el
Sl

153 The syllabus from the course is in the Appendix.

154 Harcourt Assessment, Inc., Local Norms Report, Watson-Glaser Critical Thinking Assessment, Report
prepared for the Defense Intelligence Agency, 2005, 2. Cited hereafter as Harcourt, Watson-Glaser.

155 Abilities and skills are easily differentiated. Individuals are born with certain abilities (and can improve them

through training) but they mustlearn a skill. See for example, Moore and Krizan, “NSA.
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156 The Director of National Intelligence, John D. Negroponte, in the Foreword of the initial National Intelligence
Strategy of the United States of America (Washington, DC: Office of the DNI, October 2005), wrote that one of
the three principal tasks for the reformed Intelligence Community is to “bring more depth and accuracy to
intelligence analysis” See http://www.dni.gov/NISOctober2005. pdf.

'*” Moore and Krizan, “Intelligence Analysis,” 14.

158 Morgan D. Jones, The Thinkers Toolkit: 14 Powerful Techniques for Problem Solving (New York, NY: Random
House, Inc, 1995), xi. Cited hereafter as Jones, Thinker’s Toolkit.

'* Stephen Marrin, email to the author, December 8, 2003. The author has heard similar complaints from analysts
at NSA and DIA.
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' Linda Elder, Alec Fisher, Diane Halpern, Gerald Nosich, Richard Paul, and others develop and publish the
materials for - as well as teach - such courses. However, there are few metrics for determining the effectiveness of
these materials and courses and so their value remains undetermined. The fact that the books developed for, and
used in, such courses remain in print (in successive editions) is an indicator that at least this approach is popular,

if not effective.
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162 Alternately, a large staff can be created, trained, and assigned to teach an entire workforce. This was
accomplished in a knowledge domain at NSA in the 1990s. If inducements and cultural change accompanied such
a program, this approach might present certain advantages even if its costs are high. An analytic workforce could
be transformed rapidly through such a “boot camp” approach.

163 Marrin, “Kent School,” 615.

164 Marrin, “Kent School,” 609.
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165 LtGen Kenneth A. Minihan, USAF, Director, NSA, in Robert K. Ackerman, “Security Agency Transitions
from Backer to Participant,” Signal 53, no. 2 (October 1998), 23.
166 For more information, see http://tsa.ucles.org.uk/index.html, last accessed 15 March 2006.
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167 Stephen Marrin, “Homeland Security and the Analysis of Foreign Intelligence,” Markle Foundation Task Force
on National Security in the Information Age, 15 July 2002, URL: <www.markletaskforce.org /documents/
marrin_071502.pdf>, last accessed December 9, 2003, 9. Cited hereafter as Marrin, “Homeland Security””
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168 SSCI, Irag, 299.

169 Johnston, Analytic Culture, 22.

170 Richards J. Heuer, Jr., Adapting Academic Methods and Models to Governmental Needs: The CIA Experience
(Carlisle, PA: Strategic Studies Institute, U.S. Army War College, 31 July 1978), 5. Referenced in Marrin, “Homeland
Security,” 9.

171 In this context, a “target” refers to an entity - geographical, individual, or topical - in which the Intelligence

Community has an interest.
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172 Multiple midlevel NSA analysts, interviews with the author, 1998- 2005.
173 LT Robert D. Folker, USAF, email to the author, 9 December 2003. Cited hereafter as Folker, email, 9
December 2003.

174 Folker, email, 9 December 2003.
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175 For a discussion of Denning’s philosophy about change, see Jeff de Cagna, “Making Change Happen: Steve
Denning Tells the Story of Storytelling,” Information Outlook, January 2001, 28 -35 , and Stephen Denning, 7he
Springboard: How Storytelling Ignites Action in Knowledge-Era Organizations (Boston, MA: Butterworth-
Heinemann, 2001). Cited hereafter as Denning, Springboard.

176 Denning, Springboard, xvii. In 23 years of Intelligence Community work, the author heard all of these phrases

as slogans for various programs designed to “fix” analysis or the corporations involved. These associated corporate
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efforts to bring these goals about often had the opposite effect. In the process of “flattening the organization” at
one intelligence agency, more hierarchical managerial layers were actually created!

177 Denning, Springboard, xvii.

178 Denning, Springboard, xix.

179 Denning, Springboard, xxi.

180 Denning, Springboard, 51.
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181 Malcolm Gladwell, 7he Tipping Point: How Little Things Can Make a Big Difference (Boston, MA: Little
Brown and Company, 2000), 15 -29. Gladwell shows how “social epidemics” can infect a variety of domains.

182 Stanley Feder, “Factions and Policon: New Ways to Analyze Politics,” in H. Bradford Westerfield, ed., Inside
CIAS Private World: Declassified Articles from the Agency’s Internal Journal, 1955-1992 (New Haven, CT: Yale
University Press, 1995), 275. Cited hereafter as Feder, “Factions and Policon.”

183 Feder, “Factions and Policon,” 292.

184 Feder, “Factions and Policon,” 292. Feder was wrong about its sustained popular growth.

185 This story is not an isolated instance. In the author’s experience, initial implementation and popularization are
often followed by a gradually reduced user-base. Certain organizations find the tools useful and they tend to
continue to use them even though any underlying technology may be obsolete. In the case of Factions and Policon,
the tools were maintained on an aged Macintosh computer. They were updated in 2006 as part of the work of an
intelligence research firm in New Mexico. The Factions tool was rewritten and included in Landscape Decision®’, a
suite of modeling and simulation tools developed under a research contract with the Department of Defense’s
Advanced Research and Development Activity (ARDA). The updated technology was reinserted into the tasking

organization. Other technology transfers are pending.
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186 See Building Airplanes in Flight, television advertisement produced for EDS by Fallon-McElligott, November
2000, videocassette; and Herding Cats, television advertisement produced for EDS by Fallon-McElligott, January
2000, videocassette.
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187 Heuer, Psychology; 184.
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188 “Clarke: Bush Didn’t see Terrorism as ‘Urgent,” CNN.com, 19 May 2004, URL: <http://www.cnn.com
/2004/ALLPOLITICS/03/24 /911 .commission/ index.htm>, last accessed 9 March 2006.

189 Michael Elliott, “How the U.S. Missed the Clues; CNN.com, 20 May 2002, URL: <
http://archives.cnn.com/2002/ALLPOLITICS/05/20/time. clues/index.html>, last accessed 9 March 2006.

190 U.S. Congress, Joint Inquiry into Intelligence Community Activities Before and After the Terrorist Attacks of

September 11, 2001, Report of the U.S. Senate Select Committee on Intelligence and U.S. House Permanent Select
Committee On Intelligence, Together with Additional Views, Senate Report No. 107-351 /House Report. No. 107-
792, 107th Congress, 2nd Session, December 2002, xvi.

191 The author recalls that media reports of persons hopping over or otherwise improperly passing airport security
checkpoints in and around Boston, New York, and Washington seemed to be higher than usual during the summer
of 2001.

192 DNI Negroponte, in the National Intelligence Strategy of the United States (October 2005, 2) highlights the
notion that the Community appropriately undertakes study of its internal processes, as well as of the quality of its

products, by addressing both “enterprise” objectives as well as “mission” objectives.
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193 Johnston, Analytic Culture, 6.

194 There is a “classic” argument as to whether this is or is not an “intelligence” failure. In summary, the two sides
condense as follows: On the one hand, intelligence should have been so persuasively presented as to compel the
policymaker to pay attention. On the other hand, intelligence should not be telling the policymaker what to do.
The argument goes all the way to the roots of the post-World War II strategic intelligence system currently in place.
Former CIA analyst Jack Davis summarizes the issue in “The Kent-Kendall Debate of 1949,” Studies in Intelligence
35, no. 2 (Summer 1991): 37-50.

195 Cooper, email to the author, 31 March 2006. Cited hereafter as Cooper, email, 31 March 2006.
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196 One metric for intelligence is decreasing intelligence failures. In this case, fewer failures could be considered
as “improving intelligence” But the reasons for the prevention of the failures need to be considered. The reduced

number of failures could be due to a critically thinking workforce. Or it could be due to coincidences. Although a
pointed discussion of metrics for intelligence is beyond the scope of this paper, recent articles explore the issue of
intelligence metrics. See, for example, David T. Moore, Lisa Krizan, and Elizabeth ]J. Moore, “Evaluating
Intelligence: A Competency-Based Model,” International Journal of Intelligence and Counterintelligence 18, no. 2
(Summer 2005): 204-220.

197 Richard Holbrooke, in Judith Miller, “A Battle of Words Over War Intelligence,” New York Times, online
edition, 22 November 2003, URL: <www. nytimes.com/2003/11/22/arts/22INTE.html>, last accessed November
28, 2003.
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198 Jeffrey Cooper, email to the author, 31 March 2006. Cooper refers to Charles Perrow, Normal Accidents: Living
with High-Risk Technologies (Princeton, NJ: Princeton University Press, 1999).
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199 Rieber and Thomason, “Creation of a National Institute for Analytic Methods,” 71.
200 Rieber and Thomason, “Creation of a National Institute for Analytic Methods,” 72.
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201 Irving L. Janis, Groupthink: Psychological Studies of Policy Decisions and Fiascoes, 2nd edition. (Boston,
MA: Houghton Mifflin and Company, 1982), 268. Referenced in Rieber and Thomason, “Creation of a National
Institute for Analytic Methods,” 73.

202 Rieber and Thomason, “Creation of a National Institute for Analytic Methods,” 74.

120



Jolssll @iy BLeS) g0 @5l ulowdl Clll ibgll ag=l) La¥ss
(il xSadll e ool uhos & GG SV

121



$8392-5b! 6,5V Jadl Claog o Lo

S O Loslis douye 3,58 Lawe iSUl SST (e e QLS piky
bt 38 Loz &1 ] Lol SloVl 5559 7 Saell 8jn prig ¥ 03 el
oS53 JadYl (e Budmbl bladll OB «elg)l il o dasudl ShLI
dergl] 03g) k] 2oLl 995 HSAUI 1 B2 Lo ol (sl ,Saxl)
085 I dals=ll sus & 10008 e ) dels (slsll xSadl § &l 5o
GSlsll xSEIN G ool O B (8ol ud § dledy HlasY) gy Lo s
s8Ikl a2 5551 Slow Gl e Olowd] pams dusal § Os2lle”
o3 ot b Slie e Cayel Gyles dml ) doatt] oda §
Cuz oo loudss § Cegld Gilly dSNgal)] Oolaetil] (o S92 pgidloaads
1] Q9o Ay Dladl 3 Olwsd! § lodsT Cglhall Jolg=ll sue

dons3 55 Y oLl 990 ;8@ 8B Ol slazeW Feuwd aw do gy Y
oo o § -3 p& ol diyls] cdpulow - LY 0 655 sl e
Oly dhewd] 55a81 & Gogr Sy O 5,81 wdll (e 958w VI

29 el Jasl 1d=s SV Heedl i

203 Malcolm Gladwell, Blink: The Power of Thinking Without Thinking (New York, NY: Little Brown and
Company, 2005). Gladwell argues that thinking does not require detailed assessment of information. Instead, rapid
cognitive responses are adequate for decisionmaking.

204 Ap Dijksterhuis, Martin W. Bos, Loran E. Nordgren, and Rick B. von Baren, “On Making the Right Choice:
The Deliberation-Without-Attention Effect,” Science 311 , no. 5763 (17 February 2006), 1005. Cited hereafter as
Dijksterhuis, “Deliberation-Without- Attention.”

205 Dijksterhuis, “Deliberation-Without-Attention,” 1005.

206 Dijksterhuis, “Deliberation-Without-Attention,” 1005.
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207 George A. Miller. “The Magical Number Seven, Plus or Minus Two,” The Psychological Review 63 (1956), 87 .
The paper is available online: URL: <http://psychclassics.yorku.ca/Miller/>, last accessed 14 March 2006.

208 William Reynolds, conversation with the author, 14 March 2006.

209 Oven mitts and cars are two of the categories for which Dijksterhuis and his colleagues tested.

210 LeGault, 7hink, 12.
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211 LeGault, 7hink, 12.

212 See for example, Scott Plous, The Psychology of Judgment and Decision-making (New York, NY: McGraw Hill,
Inc., 1993); Thomas Gilovich, Dale Griffin, and Daniel Kahneman, Eds. Heuristics and Biases: The Psychology of
Intuitive Judgment (Cambridge, UK: Cambridge University Press, 2002); and Daniel Kahneman, Paul Slovic, and
Amos Tversky, eds. Judgment under Uncertainty: Heuristics and Biases (Cambridge, UK: Cambridge University
Press, 1982).

213 Merom, “Estimate,” 49.

214 Gladwell introduces the notion of “thin slicing” as a reasoning strategy in Blink.

215 Rieber and Thomason, “Creation of a National Institute for Analytic Methods,” 76.
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216 Brant A. Cheikes, Mark J. Brown, Paul E. Lehner, and Leonard Adelman, Confirmation Bias in Complex
Analyses, Mitre Technical Report MTR 04B0000017 (Bedford, MA: Center for Integrated Intelligence Systems,
October 2004).

217 The author teaches Analysis of Competing Hypotheses to both new and experienced analysts at the National
Security Agency. He notes that holding a non-confirmatory attitude - which ACH, as developed by Heuer,
requires - is extremely difficult for people to do. Since the method has value, a means of

mitigating this difficulty is worth developing.

218 Jones, Thinkers Toolkit, 10. Jones bases his assertions and argument on the work of Richard Restak, 7he
Brain has a Mind of Its Own (New York, NY: Harmony Books, 1991).

219 Jones, Thinkers Toolkit, 11.

220 Jones, Thinkers Toolkit, 11.

221 Jones, Thinkers Toolkit, 12.
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222 Critical information is that which is essential for analysts to make sense of what their targets are going to do.

Often it is buried in massive amounts of “noise.”
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223 Advanced Research and Development Activity, Broad Agency Announcement for the Novel Intelligence from
Massive Data (NIMD) R&D Program, NMA401-02-BAA-0004, 7 JUNE 2002, 1.

224 The five areas on which the NIMD effort focused were modeling analysts and how they work; analysts’ prior
and tacit knowledge; creating, representing, and tracking multiple scenarios, hypotheses, and/or strategies; massive
data management and analysis; and the means by which analysts interact with technology. The author represented
his agency in evaluating and mentoring the efforts of the researchers.

225 The author is a technical mentor of this firm’s work.

226 For more information, see “Collaboration and Analyst/System Effectiveness (CASE),” AFRL Directorate: IFED
BAA 06-02-IFKA, 28 October 2005, URL: <http://www.rl.af.mil/div/IFK/baa/>, last accessed 11 March 2006.
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227 Advanced Research and Development Activity (ARDA), “Preliminary Solicitation Information for Advanced
QUestion & Answering for INTelligence (AQUAINT),” URL: <http://www.digitalgovernment.org
[library/library/pdf/ preliminary_information.pdf>, last accessed 26 March 2006.
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